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AMENDMENTS TO THE CLAIMS 

. 1. CPreviously presented) A method for authenticating a printed document 
^mprislng the following steps: 

a) \a document producer sends Information to be included in a document to an 

aythentication authority; 

b) theWhentlcation authority checks whether the document producer is authorized 
to p^uce the document and, If so, cryptographically generates an 
authentf^tlon code from said infomiation, and sends the authentication code 
back to thaxiocument producer; 

c) upon receipt V the authentication code from the authentication authority, the 
document produber prints the document Including both said information and sa;d 
authentication oodeiand 

d) upon presentation oMhe document for authentication, a document chedter 
ciypfographicaily checic^e authentication code against said information in the 
document to determine whether the printed document is authentic. 

2- (Previously presented) A method according to Claim 1 wheieih the document 
producer Includes a bar code In th^^ document, said bar code containing the 
authentication code, and wherein the do^ment chedcer is provided with means for 
reading the bar code to obtain the authenti^iHon code. 

3. (Original) A method according to Claim 1 wherein the document includes a pie- 
printed serial number, which is sent to said authei^cation authority, and wherein 
said authentication authority uses said pre-printed sehal number in generating said 
authentication code. \ 

4. (Original) A method according to Claim 3 wherein said pre-prih|ed serial number is 
Included in said document as a pre-prinied bar code. \ 



PACE 3113 * RCVD AT 4rW2004 4:49:59 PM [Eastern Daylight Time] • 8VR:USPTa€PXRP'2/0 • DNIS:74e7238 * CSID:(312)-7S0>S648 * DURATION (min-ss):04'14 



(312) -759-5648 



4/8/2004 3:50 



PAGE 4/13 Rx^ht Fax 



3 



5. (Onginal) A method according to Ctalm 4 wherein the document producer uses a 
combined printer and bar-'COde acanner to read said pre-printed bar code and than 
to print Bafd document. 

6. tpriginal) A method according to Claim 1 wherein said document checker 
perfoms the following steps: 

a) ententig said authentication code into a oomputer; 

b) enterfngsinfbrmotion In the document Into the computer; 

c) causing the contputer to cryptographlcally generate a check code from said 
Information: and 

d) causing the ^mputer to compare said chedc code wtth said auttientication oode 
and to generate a \aming indication if said check code does not correspond with 
said authentication o(x(e. 

7. (Original) A method avoiding to Claim 1 wherein said authentication authorit/ 
cryptographicaliy generates said aufhenticatton oode using a oypti^raphic key 
associated wtth said authenticansm authority. 

8. (Prevfousiy presented) A method atoording to Claim 7 wherein saki cryptographic 
key Is a secret key known to both fhe\uthentication authority and sakI document 
checker, but not known to saM document produoer. 

9. (Original) A nnethod according to Claim sNwhenein said authenticatton oode is 
generated by perfbrniing a key-dependent one-w^ hash of said information, using 
saki secret key. \ 

10. (Original) A method according to Claim 7 wherein saW authentication authority 
generates saM authentication code using the private key oKa publk/private key pair, 
and wherein the document checker checks the authentkattoVcode using the publu: 
key of said public/pn'vate key pair. \ 
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Kl (Original) A method accortJjnfl to Claim 1 wherwn oommunksaSon between said 
dob^ment producer and said authentication authority is protected by enwypflon. 

12. (Can^ted) 



13. (Previousl^presented) Apparatus for authenticatine a printed document, 
comprising: 

a) a plurality of docUrnent producer stations; 

b) at least one authentication service; and 

c) a plurality of documenf^ecker stations; 

d) wherein each documehl producer station includes means for inputting 
Infomiatlon to be Included in a document, and means for sending said 
infomnation to said authenticaolM sen/Ice; 

e) wherein the authentication servira includes means for checking whether the 
document producer is authorized to produce the document and. if so, 
cryptographically generating an authek^ticatton code from saU informatfon. and 
means for sending said authentlcation\ode back to the document producer 
station; 

f) wherein each document producer station Includes means for printing the 
document, induding both the information and\the authentication code, upon 
receipt of the authentication code from the authentlbatlon authority; 

g) and whenem each document checker statioh Includes means for 
cryptographically checking said authentication code against said infomiation in 
the document, upon presentation of the document \r authentication, to 
determine whether the printed document is authentic. 
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14. (Original) Apparatus according to Claim 13 wherein each of said document 
^^ducer stations includes a combined printer and bar code scanner for reading 

-I said document a pre-printed bar code containing a sertei number. 

15. (OrtsinaO Apparatus according to Claim 13 wherein each of said document 
producer sWts includes means for printing bar codes on documents, and wherein 
each of said db^ent checlcer stations includes a bar code reader for reading bar 
codes from documents. 



16. (New) A method^ authenticatihg a printed test certificate comprising the 
following steps: 

a) a test certificate producer^erfomis a test and sends information to be included in 
a test certificate to an autheraication autfiorify; 

b) the authentication authority d^dw whether the fast certificate producer is 
authorized to perfbmi the tBst\nd, ff so, cryptographically generates an 
authentication code from said mforn^iGi^, and sends the authenticaflon code 
bacic to the test certifk»to producer; 

c) upon receipt of the authentication code fronts authentication authority, the &st 
certificate producer prints the test certificate, inbl^ding both said infomiation and 
said authentication code; and 

d) upon pnssematlon of the printed tost certificato for^thenticatlon, a certificate 
chedter cryptographically checks the authenticatioh^ code against said 
Information In the printed test certificate to detemiine whk|ier the printed test 
certificate is authentic. 
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